Abstract-Because of the features of pseudo randomness, noise-like behaviour, and the sensitivity of initial values and control parameters, chaotic mapping has widely been applied in the field of security telecommunication and video/image encryption. Additionally, in the past few decades the technology of chaotic mapping in security applications has made great progress, yet it has not become popular for securing digital transmissions. Learning from the concept of phase transition in signal modulation, this paper presents a novel TCP based and secure network transmission system: Chaotic Based Security Network Transmission System (CBSNTS). Our experiments and analysis prove the availability, practicality, security, chaotic characteristics and performance of CBSNTS.
INTRODUCTION
Because of the pseudo randomness, noise-like behaviour, and other features of chaotic systems, a chaotic system is particularly applicable to securing communication systems [1] [2] . There has been great progress using chaotic systems in communications in the past few decades, and a series of chaotic communication technologies have been developed [3] [4] [5] . A typical chaotic communication system is shown in Fig. 1 . A source signal is transmitted through the transmission channel after mixing with a pseudo random signal generated by the chaotic system. In Fig. 1 , the source signal m means the original source signal and x represents the pseudo random signal which generated by the chaotic system. The source signal m is mixed with the pseudo random signal x and get the encrypted mixing signal x+m. The encrypted mixing signal x + m is then transmitted through the transmission channel. The receiver receives the encrypted mixing signal from the transmission channel and demixes or separates the pseudo random signal x generated by the chaotic system, which has been synchronized with the transmitter's chaotic system, then restores the original source signal m [6] [7] .
The concept of a chaotic communication system is easy to understand, but for a high security communication system there are some key technologies that should be considered.
1. The synchronization of two chaotic systems: Synchronization means the two chaotic systems in the transmitter and receiver must generate the same pseudo random signal in the same condition. Furthermore, the number of iterations of the two chaotic systems must be synchronized [8] [9] [10] .
2. Selection of chaotic mapping: Careful selection of chaotic mapping should be considered based on the source signal, transmission channel, etc.. 1-D Logistic, 2-D He'non and 3-D Lorenz chaotic mappings are widely used chaotic mappings.
3. The algorithm for mixing the source and chaotic signal: The mixing algorithm has a strong relationship to the overall security and performance of the system. chaotic cover, chaotic switch, and chaotic modulation are commonly used mixing algorithms [11] [12] . This paper proposes a novel, secure network transmission system that utilizes chaotic mapping. In this paper we use the 1-D Logistic chaotic mapping and "phase transition" mixing algorithm to secure the network transmission, analyzes the transmission security, then presents an improved Logisitc chaotic mapping and mixing algorithm. Our experiments show the enhanced security and performance of CBSNTS.
The paper is organized as follows: Chapter I introduces our concept, Chapter II describes the system structure of a basic CBSNTS, and Chapter III presents a basic system and security analysis of this system and then proposes an improved solution based on basic CBSNTS. In chapter IV, we analyze the chaotic characteristics of the system. And the fifth chapter illustrates the results of our experiments and compares performance of CBSNTS with the AES encryption algorithm. Chapter VI describes follow up work and research. And the last chapter presents our conclusion.
II. STRUCTURE OF A BASIC CBSNTS SYSTEM
The structure of basic CBSNTS is like that of a traditional chaotic communication system. The source data is mixed with pseudo random data and then transmitted over the network using the TCP protocol. Because of the different application fields, there are some differences in our system compared with a traditional chaotic communication system. We describe three aspects of these differences below.
A. Chaotic Mapping Selection
In basic CBSNTS, we choose the 1-D Logistic chaotic mapping. The 1-D Logistic chaotic mapping is a discrete chaotic mapping which is appropriate for digital systems.
The equation of 1-D Logistic chaotic mapping is:
In equation (1), X 0 is the mapping variable (initial value), μ is the system parameters (control parameters ) and their ranges are: μ ∈ [0, 4], X 0 ∈ [0, 1]. The range of X n is X n ∈ [0, 1]. Additionally there are two features of the 1-D logistic system: The first is when 3.5699456 <μ ≤ 4 showing the system is in a chaotic state and the other is the accuracy of the system which is related to the accuracy of the system parameters and mapping variable [13] .
B. Chaotic Mapping Synchronization
This system is applied to the network transmission based on the TCP protocol. If we do not change the transmitted data size and data order, the two chaotic systems, one in transmitter and one in the receiver, can be synchronized by the data number.Without considering the synchronization problem, the complexity of the system can be reduced. We choose the TCP protocol for our system as this will ensure the transmissions are received in the proper sequence.
C. Chaotic Mixing Algorithm
Presenting the concept of phase transition in the field of signal modulation, in this paper we use the phase-like transitions as a mixing algorithm. We assume that an mbit accuracy source data as a 2 m dimensional vector and the m-bit accuracy chaotic data as another 2 m dimension vector. The mixing algorithm adds the chaotic data to the source data as a phase transition.
In this paper we use the function f(n) to denote the 1-D Logistic mapping and n represents the number of iterations.
In order to use pseudo random sequence to change the phase of network data, the function b(n) is used to convert the range of f(n) from [0,1] to integer to fit the mixed data which will be transmitted by the network. We define the function b(n) as f(n) * 2
d(n) represents the N-th source data and e(n) is the Nth mixed data.
Equation (4) is the pseudo random chaotic data generation formula. The source data can be divided into several m-bits data. We then use the equation (4) to generate the N-th m-bits chaotic data and mix with the Nth source data to get the N-th m-bits mixed data. In the actual calculation and experiment, we use the m-bit unsigned integer to store source data, chaotic data and mixed data. So we do not need to consider overflow whether the data is mixed or demixed which reduces computational complexity and improves system performance. Fig. 2 shows the process of transmitter and receiver. 
III. SECURITY ANALYSIS AND IMPROVEMENTS TO BASIC CBSNTS
In this chapter, we analyze the security of basic CBSNTS. We perform the analysis by analyzing the encryption system and we treat the chaotic pseudo random sequence as a key sequence in this analysis. We evaluate security by analysing the key space, knownplaintext attacks, and diffusion mechanisms. Then we describe solutions to improve security.
A. Key Space
In this condition, we assume that the hacker already knows the mixing algorithm. Because the mixing algorithm has three unknown variables X 0 , μ and n, if the hacker performs a plaintext attack, the hacker will need to attack three continuous ciphers: First X 0 and μ, and then try to attack the n (the number of iterations).
The possibility of hacking the mixed data is 2 m according to equation (5) . So the total possibility of hacking this mixing algorithm is n * 2 m * 2 m * 2 m . In order to use the maximum performance of a 32-bit PC, m=32 is considered the best choice. The key space is n*2 96 and usually n is 32-bit integer, so the key space is 2 128 . Thus we conclude, the key space is big enough to defend all the possible key search attacks.
B. Known-Plaintext Attacks
The hacker may choose the specific plaintext in an attempt to hack the algorithm and try to get enough key information (the information of the chaotic pseudo random sequence) to track the chaotic pseudo random 1986 JOURNAL OF NETWORKS, VOL. 9, NO. 8, AUGUST 2014 sequence. And then use chaotic analysis technology to hack the chaotic system. [14] In basic CBSNTS, a chaotic pseudo random sequence track shift mechanism does not exist. So it is possible for this to be tracked and in consideration of this, this algorithm is insecure.
C. Diffusion Mechanism
In equation (4) and (5), the secret key is not associated with the plaintext and a change of plaintext has no effect on the secret key. If the initial value and control parameters are identified by the hacker, the hacker can then get the key and hack the cipher text to retrieve the plaintext while not needing to attack the algorithm [15] .
D. Ways to Improve
From sections A, B and C, we can see the algorithm in basic CBSNTS is insecure. The main problem is the chaotic mixing algorithm is too simple, which makes it easy to calculate the track of the chaotic pseudo random sequence. In order to improve security, we made the following improvements to the system: 1.) Added a diffusion mechanism to the mixing algorithm to increase the complexity and make the algorithm more difficult to attack.
2.) Added a modulo operation to shift the track of the chaotic pseudo random sequence.
We modified the functions b(n) and e(n) from the equation (4) and (5) to 
These modifications serve to increase the security of basic CBSNTS. For convenience, we labeled equation (6) as an improved Logistic chaotic mapping and basic CBSNTS with improved Logistic chaotic as the CBSNTS transmission system following.
Here, we analyze the improved Logistic chaotic mapping of CBSNTS in terms of key space, knownplaintext attacks and diffusion mechanism again.
E. Key Space of Improved Logistic Chaotic Mapping
With the modification in equation (6), the key space of the algorithm in CBSNTS is greater than that of the algorithm used in basic CBSNTS. This is because we added modulo parameter r, thus making the key space 2 133 (r*2
128
, 0<r<32), improving the key space of the algorithm and providing more security than the basic CBSNTS.
F. Known-Plaintext Attacks of Improved Logistic Chaotic Mapping
Adding the modulo operation in equation (6) shifts the track of the chaotic pseudo random sequence. The hacker can use special known plaintext attacks still to try and obtain the chaotic pseudo random sequence, but our algorithm makes it much more difficult to track the sequence and crash the algorithm.
G. Diffusion Mechanism of the Improved Logistic Chaotic Mapping in CBSBTS
The diffusion mechanism in equation (7) makes an association between the key and plaintext. Different plaintexts will generate different key and cipher text. Even small changes in plaintext will generate large differences in output. Th is diffusion mechanism of improved Logistic chaotic mapping in CBSNTS has better diffusibility making it more secure. Considering our analysis above for improving the Logistic chaotic mapping demonstrate our algorithm is more secure while not greatly increasing the computational complexity.
IV. ANALYSIS OF THE CHAOTIC CHARACTERISTIC OF CBSNTS
The security of this transmission system depends on the performance of the chaotic characteristic. In CBSNTS, the chaotic system is deformed from the 1-D Logistic chaotic mapping because the 1-D Logistic chaotic mapping has been known to show good characteristics in chaotic encryption. So in this chapter we analyze the chaotic characteristic of improved Logistic chaotic mapping and compare it with 1-D Logistic chaotic mapping. Here, we analyze it from the following aspects: mapping scope, sensitivity of initial value & control parameters, discrete distribution and probability distribution. Other aspects will be analyzed in future works.
We used Matlab to simulate the improved Logistic chaotic mapping and 1-D Logistic chaotic mapping. In these simulations, if no special instructions, we assume that m is 32 and r is 16. Fig. 3 shows the 1-D Logistic mapping scope of X n after 512 iterations when X 0 is 0.6 and μ transforms from 0 to 4. In the figure, the horizontal axis is the range of μ and the ordinate is the range of X. We can see when μ is close to 4, the range of X n is from 0 to 1. This verifies the chaotic zone of 1-D Logistic chaotic mapping is 3.5699456 <μ ≤ 4. Fig. 3 . In the condition 1 <μ ≤ 4, the range of X n is from 0 to 216. Comparing these two figures, we can know that the mapping scope of the improved Logistic chaotic mapping is more uniform than the 1-D Logistic mapping and the chaotic zone is not less than 1-D Logistic mapping.
A. Mapping Scope
In the aspect of mapping scope, the improved Logistic chaotic mapping is larger than 1-D Logistic chaotic mapping. Specifically, a bigger chaotic zone means more choice of control parameters and keys space.
B. The Sensitivity of Initial Value and Control Parameters
The sensitivity of initial value and control parameters affects the pseudo sequence because there is very little difference in initial value and control parameters. Better sensitivity means the chaotic mapping system can generate a different pseudo sequence with almost the same initial value and control parameters in less iteration time and increase security against known-plaintext attacks. n . In the first 50 iterations of 1-D Logistic mapping the difference is small and after 50 iterations the difference is large. However, in the improved Logistic chaotic mapping the difference is large from the beginning of the iterations.
In this comparison, the improved Logistic chaotic mapping has better sensitivity of initial value and control parameters than 1-D Logistic mapping. 
C. The Discrete Distribution And Probability of Distribution
Discrete distribution and probability distribution refers to the X n distribution of the chaotic mapping during a certain number of iterations. Wherein the probability of distributions is more average, the more suitable it is for security systems. Fig . 7 and Fig. 8 show the value of X n in 5000 iterations and the probability distribution of X n of a 1-D Logistic mapping in the condition of X 0 =0.6, μ=3.8. In  Fig. 7 , the horizontal axis is the number of iterations and the ordinate is the range of X n . In Fig. 8 axis is the range of X n and the ordinate is the probability distribution for each X n . Figure 8 . The probability of distribution of 1-D Logistic mapping with X 0 =0.6, μ=3.8 Figure 9 . The discrete distribution of improved Logistic chaotic mapping with X 0 =0.6, μ=3.8 Figure 10 . The probability of distribution of improved Logistic chaotic mapping with X 0 =0.6, μ=3.8 Fig. 9 , 10, 11 and 12 show the value of X n in 5000 iterations and the probability distribution of X n of the improved Logistic chaotic mapping in the condition of X 0 =0.6, μ=3.8 and X 0 =0.234, μ=3.934. The coordinate axes have the same meaning as in Fig. 7 and 8 .
We know from the above figures that all the value distributions have no obvious rule, but the data probability distribution of the improved Logistic chaotic mapping is more even than that of the 1-D Logistic chaotic mapping.
D. Summary
In this chapter, we analysed the chaotic characteristics of improved Logistic chaotic mapping. And as seen from the above three parts, the improved Logistic chaotic mapping has better characteristics than the 1-D logistic chaotic mapping in the mapping scope, sensitivity of initial value & control parameters, and the discrete distribution and probability distribution chaotic characteristics.
V. EXPERIMENTS
In this chapter, we show the result of our experiments designed to test the performance of CBSNTS.
A. M-bits and R-bits Performance
Verifying performance effects created by changing the size of m and r on the system, this experiment is designed to test the operation time of mixing and demixing 1,000,000 data units when r and m are one of (1,2), (2, 4) , (4, 8) , (6, 8) , (8, 16) , (10, 20) , (12, 24) , (14, 28) , (16,32), (20,40) and (24,48). We made a simulation program on a 32bit computer to measure the mixing and de-mixing times. In Fig. 13 , we show the operation time(ms) associated with each pair of parameters. In Fig. 14, we show the efficiency, which is defined as how much data can be mixed or demixed per millisecond. In Fig. 13 , the horizontal axis is the size of m and the ordinate is the operation time. In Fig. 14 , the horizontal axis is the size of m and the ordinate is data size processed per millisecond.
We can learn from Fig. 13 , that the time of mixing and demixing is almost the same at around 3000 ms, when m is smaller than 32. And when m is bigger than 32, the time is much longer.
However, since the size of each data unit m is different, the system mixes and demixes 4,000,000 bytes of data in 3s when m is 32, while the system only mixes and demixes 250,000 bytes of data when m is 2. In figure 14 , the figure shows the efficiency of different values for parameter m. We know that when parameter m is smaller than the bit width of the computer and the bigger the size of the data units, that more data can be mixed or demixed in a given time interval. In other words, the best efficiency of m is when m equals the bit width of the computer.
In the following experiments, if no special conditions, we define the m-bits as 32bits and r-bits as 16bits for default values to fit the 32 bit width of the PC in order to demonstrate that this improves performance. 
B. Ciphertext and Plain text
In this experiment, we generate a cipher text and encrypt it by CBSNTS algorithm. In Fig. 15 and 16 , we draw the plaintext (Fig. 15) and ciphertext (Fig. 16 ) in Matlab. And in Fig 15 and 16 , the horizontal axis is the number of data and the ordinate is the range of X n . From this we can see that the chaotic data mixing has dramatically changed the characteristics of the source data sequence, thus increasing the security effect. 
C. Comparison with AES
In this experiment, we compare the mix and demix speed of CBSNTS with the encryption and decryption speed of the AES algorithm. We also used a 32bit PC platform for this test and tested the CBSNTS mixing algorithm with m ranging from 2 to 32. Fig. 17 shows the speed comparison of the mixing or encryption process where the black line represents CBSNTS and the pink line represents AES. And Fig. 18 shows the speed comparison of the demixing or decryption process where the black line represents CBSNTS and the pink line is AES. In these two figures, the horizontal axis is the size of m and the ordinate is the operation time. We can see from these two figures, when m is bigger than 8 but less than 32, the performance of CBSNTS is better than AES. However, when m is less than 8, the performance of AES is better than CBSNTS.
D. Experiment Summary
We have shown a series of experiments that illustrate the performance and effectiveness of CBSNTS. And from the results of the experiments we can see that our system has a significant effect on improving communication security. In terms of performance we have also proven that when CBSNTS utilizes the full bit-width of the computer, that CBSNTS has better performance in comparison to an AES encryption algorithm. And as the computer sector continually develops and creates higherbit-width computer systems, that the performance of the CBSNTS algorithm will also improve. 
VI. RELATED WORK
Beside the topics partially discussed in this paper, there remains a lot of additional follow-up work on CBSNTS that needs to be studied further such as: Additional research and proofing of the improved Logistic chaotic mapping system, improvment of the data mixing algorithm, and research into applying out-of-order sending technology to increase security. These follow-up works will be included as part of a follow-up study.
VII. CONCLUSION
Through our analysis and the experiments presented in this paper, we have demonstrated that our CBSNTS is effective in improving the security of network data transmissions while also maintaining high performance levels.
